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Introduction

• What is cybersecurity? 

• The difference in IT & OT

• Standards for IT, OT & IoT

Why is it important to focus on both IT & OT (IoT) for strong 

cybersecurity? 









Cybercrime is defined:

“damage and destruction of data, stolen money, 
lost productivity, theft of intellectual property, theft 
of personal and financial data, embezzlement, 
fraud, post-attack disruption to the normal course 
of business, forensic investigation, restoration and 
deletion of hacked data and systems, and 
reputational harm.”



Weakest link
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➢ Cybercriminals strategically target the most 

vulnerable points within a system to gain unauthorized access

➢ Examples:

➢ Human errors

➢ Outdated software

➢ Weak passwords 

➢ Insider Threats 

➢ Unsecured networks 

➢ Unsecured products 

Internet



Regulation to address cybercrime
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The Network and Information Security (NIS-2) Directive
➢ Affected sectors must create a strategy to procure suitable products for integration 

into their systems, ensuring no vulnerabilities are introduced

The Radio Equipment Directive
➢ The RED-Delegated Act introduces cybersecurity requirements for all connected 

devices with Radio Equipment and is connected needs to comply

The Cyber Resilience Act
➢ All products with digital elements and services need to comply to strict cybersecurity 

requirements

NIS2 (Q2 2025)

RED-Delegated Act (1 Agust 2025)

Cyber Resillence Act (2027)

Upcoming Regulations



Regulation to address cybercrime (Standards)
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The Network and Information Security (NIS-2) Directive
➢ ISO 27001 (Essential/critical sectors)

➢ IEC 62443-2-4  (System integrator)

The Radio Equipment Directive
➢ EN 18031-(1,-2, -3) 

The Cyber Resilience Act
➢ IEC 62443-4-1 & IEC 62443-4-2



CIA Triad

Keeping information secret from 

unauthorized people

Making it accessible when 

needed

Ensure information is accurate 

and unchanged



IT & OT

Information Technology & Operational Technology

Primary focus: Data management, business 

operations, and communication

Primary focus: Control and monitoring of 

physical processes and industrial operations

ISO 27001 IEC 62443Internet of Things

• EN 18031

• ETSI EN 303 645



Different focus IT & OT (1)

Information Technology priority

1. Confidentiality

2. Integrity

3. Availability

Operational Technology priority

1. Availability

2. Integrity

3. Confidentiality



Different focus IT & OT (2)

Key differences

1. Focus: 

IT standards focus on protecting data and information systems

OT standards focus on physical processes 

 

2. Environment:

IT is office based 

OT Industrial/physical 

3. Security measures:

IT data encryption, access controls & Incident management

OT physical controls, Network segmentation & Risk assessments



Different in standard requirements IT & OT 

ISO 27001 IEC 62443

• Access control 

• Data Encryption

• Incident management 

• Employee training 

• ISMS

• Risk Assessment and Treatment

• Regular audits

• Security program

• Risk Assessment

• Physical Security 

• Network Segmentation

• Patch Management

• Control system security 

• Operational resilience

Risk Management: Both standards require risk assessments, but IEC 62443 

places a stronger emphasis on operational resilience and the unique challenges of OT environments.



Smart connected Street lighting (IT, OT, & IoT)
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Internet of Things

Involves connecting physical streetlights to the internet

• Sensors, Transmitting data to data centers 

Operational Technology

Controls physical products including the sensors 

• Real time response, use of PLC’s 



IT, OT & IoT Standards

IoT 

▪ EN 18031 (-1, -2, -3) 

▪ ETSI EN 303 645

IT 

▪ ISO 27001

OT

▪ IEC 62443 (-4-1, -4-2, -3-3, -2-4)



Different in standard requirements IT & OT 

Summary for strong cybersecurity you need to have both IT and OT 

OT: Environments: Require highly specific standards that cater to the 
unique challenges of industrial processes.

IT: Environments: Need flexible and scalable standards to handle 
diverse data and network requirements.

IoT: Must navigate both worlds, leveraging the strengths of each set of 
standards without compromising on security or functionality



Any questions? 
Thank you!
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